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Introduction

This Social Media Usage Policy sets out guidelines for the appropriate use of social media by both staff and
patients. The aim is to protect the privacy and reputation of our staff, patients, and the practices, while
encouraging respectful and professional online interactions.

We recognise that the internet provides unique opportunities to participate in interactive discussions and share
information on particular topics using a wide variety of social media. However, employees’ use of social media
can pose risks to our confidential and proprietary information, and reputation, and can jeopardise our compliance
with legal obligations.

To minimise these risks, to avoid loss of productivity and to ensure that our IT resources and communications
systems are used only for appropriate business purposes, we expect employees to adhere to this policy.

This policy deals with the use of all forms of social media. It does not form part of any employee’s contract of
employment, and it may be amended at any time.

This policy applies to the use of social media for both business and personal purposes, whether during office
hours or otherwise and regardless of whether the social media is accessed using the Company’s IT facilities and
equipment or equipment belonging to members of staff.

1 Definitions

Social media: Refers to any online platform or tool used for sharing information, including but not limited to
Facebook, Twitter, Instagram, LinkedlIn, TikTok, YouTube, blogs, and forums.

2 For Staff

Professional Conduct

e Staff must always maintain professionalism when engaging with social media, whether on behalf of the
surgery or in a personal capacity.

e Do not share confidential patient information or any information that could identify a patient, in
accordance with the General Data Protection Regulation (GDPR).

e Avoid posting any content that could bring the surgery into disrepute, including offensive, discriminatory,
or defamatory material.

e Unless you have a pre-existing social relationship with an individual, employees are NOT permitted to
‘connect’ with patients via any type of social media account.

Personal Use

We do not allow any personal use of social media at work whatsoever. While using social media at work, for
work purposes, circulating chain letters or other spam is never permitted. Circulating or posting commercial,
personal, religious or political solicitations or promotion of outside organisations unrelated to the organisation's
business is also prohibited.
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No comments should be written on social networking sites about members of staff, patients or third parties that
you have come into contact with your employment with Hope Citadel Healthcare.

This requirement remains in place both during your employment with Hope Citadel Healthcare and after you
have left the company.

When using social media sites for leisure purposes, whether in work time or in your own personal time, you should
use them responsibly and this includes:

Treating Company employees, suppliers, customers, competitors and their brands with respect

. Ensuring that any content which in any way relates to your work is appropriate in terms of your role
and in line with this and other company policies

. Reporting any breach or suspected breach of this policy to a Member of the Executive Management
Team

. Reporting any content posted by third parties if you think could be construed as damaging to the

Company, the Company brand, its employees, Executive Management Team, products or services.

All employees are responsible for the content which they post on social media sites whether for work or leisure
purposes. Employees may be required to remove internet postings which are deemed to constitute a breach of
this policy. Failure to comply with such a request may result in disciplinary action.

Official Accounts

e Only authorised staff may post on the surgery’s official social media accounts.

e Posts must be professional, accurate, and aligned with the surgery’s values and communication
strategy.

e If you are given permission to use social media sites for work purposes, you must only do so for the
following reasons: To promote the Company brand. To promote the Company’s products and services. For
networking with the Company’s suppliers, customers, potential customers and the general public. For
reasonable periods of your working day. Your Line Manager will clarify what is ‘reasonable usage’ in the
circumstances.

e You must only use social media sites in a manner that: Is responsible and consistent with Company
policies, demonstrates respect for other users, does not conflict with your ability to perform your normal
tasks and duties to a satisfactory standard, does not cause offence or is deemed likely to cause offence,
to any of the Company’s employees, suppliers, customers, competitors or the general public; is consistent
with your position in the Company, maintains Company confidentiality, observes copyright, patent laws
and trade mark laws, does not exceed your authority within the Company, and is not likely to bring the
Company or any of its employees and or the Company brand into disrepute.

e You should always: Keep your Line Manager informed and seek permission for using any social media
accounts for work purposes, follow Company guidelines as to how to represent yourself and the Company
brand, obtain permission to post images of the Company logo, obtain permission to post references to
the Company name and close accounts that become inactive.

Reporting

o Any breaches of this policy or inappropriate content relating to the surgery found online must be
reported to the Practice Manager immediately.
e Report any inappropriate posts to a member of the Executive Management Team).
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e Report any content posted by third parties which could be construed as damaging to the Company, the
Company brand, its employees, Executive Management Team, products or services.

Bullying & Harassment

e Theincreased use of Social Media sites presents an alternative platform for inappropriate comment
and behaviour. Bullying or harassment via any of the Social Media internet sites (this includes the
inappropriate use of all forms of social media, including Facebook, Instagram, LinkedIn, X, Wikipedia, all
other social networking sites, and all other internet postings, including blogs) will not be tolerated and
could lead to disciplinary action up to and including dismissal.

3 For Patients

Respect and Privacy

e Patients must not post confidential information about themselves or others on the surgery’s social media
platforms.
e Avoid sharing content that identifies or discusses staff members without their consent.

Feedback and Complaints

o Feedback is welcome and can be shared constructively on social media. However, complaints should be
directed to the surgery through the formal complaints procedure to ensure they are handled appropriately.

Prohibited Content

e Offensive, abusive, or defamatory comments will not be tolerated. Such posts may be removed and repeat
offenders may be blocked from engaging with the surgery’s accounts.
o Any threats or unlawful behaviour will be reported to the relevant authorities.

4 Monitoring and Enforcement

The contents of the Company’s IT resources and communications systems are our property. Therefore, employees
should have no expectation of privacy in any message, files, data, document, facsimile, telephone conversation,
social media post conversation or message, or any other kind of information or communications transmitted to,
received or printed from, or stored or recorded on our electronic information and communications systems.

The Company reserves the right to monitor, intercept and review, without further notice, staff activities using its
IT resources and communications systems, including but not limited to social media postings and activities, to
ensure that its rules are being complied with and for legitimate business purposes. We may store copies of such
data or communications for a period of time after they are created and may delete such copies from time to time
without notice.

The Company also reserves the right to monitor any other social media site activity from time to time to ensure
compliance with this policy.
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The Company will investigate reports of suspected abuse of this policy with the use of random and/or specific
targeted monitoring depending on the circumstances of the case.

Employees are deemed to consent to such monitoring and your use of such resources and systems. This might
include, without limitation, the monitoring, interception, accessing, recording, disclosing, inspecting, reviewing,
retrieving and printing of transactions, messages, communications, postings and log-ins.

5 Breaches of This Policy

Where matters give rise to an alleged breach of this policy, the case will be dealt with under the Company’s
disciplinary policy and may be classed as misconduct or gross misconduct depending on the circumstances of
the case, for example (not exhaustive) if such content:

. Causes offence or is deemed likely to cause offence to any of the Company’s employees, suppliers,
patients, customers, competitors or the general public

. Is deemed inappropriate in terms of your role within the Company

. Is likely to bring the Company and/or its brand into disrepute

. Is likely to bring Company employees or a member of the Executive Management Team into disrepute

. Is likely to be deemed as bullying or harassment

. Breaches our policy on confidentiality

. Breaches copyright, patent or trademark laws

Breaches of this policy may result in disciplinary action including dismissal. Disciplinary action may be taken
regardless of whether the breach is committed during working hours, and regardless of whether our equipment
or facilities are used for the purpose of committing the breach.

Any member of staff suspected of committing a breach of this policy will be required to co-operate with our
investigation, which may involve handing over relevant passwords and login details.

If you have any questions about this policy or are unsure what type of activity may cause a breach of this policy,
you should immediately stop using social media sites and seek clarification from a member of the Executive
Management Team.

6 Policy Review

This policy will be reviewed annually or as required to reflect changes in legislation or best practice.

7 Contact Information

If you have any questions or concerns about this policy, please contact the Practice Manager.
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By using social media in connection with Hope Citadel Healthcare, you acknowledge and agree to abide by this
policy.
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